1t Fact sheet #2

UWS Proxy Settings

What is a proxy?

To assist in controlling internet access costs, UWS uses a proxy server — a server that
caches (stores) web pages accessed by staff and students. The next time the page is
requested, it will generally be delivered by the proxy server rather than the original
site, thus saving on download charges and improving page delivery speeds. Internal
(Intranet) sites don’t attract download charges and have no need to access the proxy.

Our system has been setup so that any access to external web sites must go via the
proxy, or the page won’t download. If you’re not using the proxy server, you’ll find
you can access UWS Intranet websites normally, but will get errors when you try to
leave UWS.

Although Microsoft Internet Explorer is the only web browser supported by
UWS, we have included notes on proxy settings for some other popular browsers.

How do we set it up?

If you’ve been migrated to Layer 3, and only use your computer on the UWS Local
Area Network (LAN), you’re already setup! The correct proxy settings for your
machine are provided as part of the Layer 3 process. Should future changes be
required, they will be automatically implemented next time you use your Layer 3
computer on the UWS (LAN). Some Layer 3 users will need to change their Dial-in
settings.

However, if you’re using a non-Layer 3 computer (no orange “EA Desktop Enabled”
sticker), or a non-UWS computer, you’ll need to check your settings are correct, and
manually change them if necessary.

These settings also apply to the UWS Dial-up (Dial-in) Service — you’ll need to have
the proxy set correctly on whatever machine you use to dial-in.

NOTE: When connecting via a private Internet Service Provider (ISP), you’ll need to
set your browser to match your ISP’s recommended proxy settings — the UWS proxy
won’t work with ISP connections. You can set up Internet Explorer so that it knows
which proxy to use for which connection — UWS LAN, UWS Dial-in or ISP Dial-in.
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Internet Explorer (PC):

Open Internet Explorer.

3 University of Western Sydney - Home - Microsoft Interng
J Fl= Edit ‘iew Favorites | Tools  Help

; Mail and MNews r
L Back ~ | - % o Favor
J Q </ |—L| IELI Synichranize. ..
Address & hitp: LIS,
J I J Foe f g LS 2 e .

Lirks :Ej phonebook @ GOOC  Show Related Links  |desk
Sun Java Console

Internet Options. ..

From the Tools menu, choose Internet Options. A tabbed window will appear. Click
the Connections tab.

Internet Options i 2] x|

Generall Securit_l,ll F'rivau:_l,ll Content  Connections |F'rugrams| Advancedl

i Toset up an Internet connection, Sefup...
¢ click Setup, -

ad

Remove

Chioose Settings if you need to configure a Settings...
proxy server for a connection,

® Mever dial a connection

Uddd

{ Dial whenever a network connection is not present
{7 Always dial my default connection

EUrrent Livsh St [efault

~ Local Area Metwark [LAM] sethings

LaM Settings do not apply to dial-up LAM Settings...
connections, Choose Settings above for
dial-up settings.

Hji:

(] | Cancel | Apply |

The next steps depend on how you are connecting to the UWS network — through our
LAN (plugging directly into a network wall outlet or connecting via a wireless
hotspot — in other words, a normal UWS office connection), through UWS dial-in or
via a private ISP (Bigpond, Optus, iiNet, etc). Although the process is similar, you
need to be in the right place first!
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Connecting via the UWS LAN:
From the Connections tab, click the LAN settings... button.

Local Area Network (LAN) Settings 7| x|

~ Automatic configuration

Automatic configuration may override manual settings, To ensure the
Lise of manual settings, disable automatic configuration.

[ Automatically detect settings:

[~ Use automatic configuration script

Aeldress

—Proxy server

v Ise a progy server for your LAN (These settings wil not apply to
dial-Lp ar YPM connections ).

Lodress; | Pt I Advanced... |

[¥ Bypass prowy server for local addresses

Ok I Cancel |

As per this example, ensure nothing is ticked under Automatic Configuration.

Under Proxy Server, ensure Use a proxy server for your LAN... and Bypass proxy
server for local addresses are both ticked, then click the Advanced... button. The
proxy settings window will open.

20x

~Servers
Type Prioey address to Lse Part
S| HTTE: | proey.Liws.edu.au i [3128
SecLre: | |
ETR: | |
Gopher: | : |
Sacks: | : |
[ Use the same proxy server for &l protocols
— Exceptions
E Do not use proxy server for addresses beginning with:
* *wes.edu.au; localbost; *local; *site; 127, % ;l
169.254.%; 10.% 192,168.*%, 0.% 137,154.* LI
Lise semicolons () ) to separate entries,
oK I Zancel |
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Now you need to enter details exactly as shown in the example. Complete the HTTP,
Port and Exceptions fields only:

Proxy address to use:
proxy.uws.edu.au

Port:
3128

Exceptions:
*uws.edu.au; localhost; *local; *site; 127.*; 169.254.*%; 10.*; 192.168.*; 0.*;
137.154.*

Do NOT tick Use the same proxy for... Do NOT complete any details in any fields
other than those detailed above or you will have problems accessing some sites.

Connecting via UWS Dial-in Services:
From the Connections tab, select your UWS dial-up account and click the
Settings... button. The same settings as for LANSs now apply.

Internet Options 7 x|

Generall SEcurit_l.Ji F'rivacyl Content  Connections | F'mgramsl .ﬁ.dvancedl

i Toset up an Internet connection, Cetup...
click Setup, —

— Dial-up and Yirtual Private Metwaork, settings
Dy efault]

5 ush |

Add...

Remove

i

Choose Settings if you need to configure a Settings...
proxy server for a connection,

@ Mever dial 3 connection
(" Dial whenever a network connection is not present
" Always dial ry default connection

CLrrent LIS SetDetault

— Local Area Metwark [LAMN] zettings

LaM Settings do not apply o dial-up LAM Settings...
connections, Choose Settings above for
dial-up settings.

ji:

0k | Cancel | BSpply |

NOTE: Changing proxy settings for a dial-up connection in Internet Explorer will not
change your LAN proxy settings, nor will it change the settings of other dial-up
services you may use. If you use more than one UWS dial-in connection, you will
need to make changes to all of them.
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Connecting via Private ISP Dial-in Services:

From the Connections tab, select your ISP account. Now follow the instructions
provided to you by your ISP. If they don’t use a proxy server, just click the
Settings... button and check nothing is ticked under Automatic configuration or
Proxy server.

Internet Explorer (Mac)

Open Internet Explorer. From the Explorer menu, choose Preferences. A window
with a list of options down the left hand side will appear. Open the Network option,
then proxies.

Ensure Web proxy is ticked then click the Settings button.
Enter details exactly as shown. Complete the HTTP, Port and List Sites... fields only:

Address:
proxy.uws.edu.au

Port:
3128

List sites... :
*uws.edu.au; localhost; *local; *site; 127.*; 169.254.*%; 10.*; 192.168.*; 0.*;
137.154.*

Firefox and Netscape:

Firefox and Netscape use the same menus and options windows. Open Firefox or
Netscape.

@Uniuersitv of Western Sydney - Home - Mozilla Firefox
File Edit \iew Go Bookmarks | Tools  Help

QZ' \_; @ (3¢ @ Web Search CErl-+K
& P T L 1

Read Mail (0 new)
| | addIP | | &MIS | | BoM | | OF Mew Message,,, Ckrl+

Downloads Ckrl+3
Extensions
Themes

JavaScript Console
Page Info

n Opkions, ..

From the Tools menu, choose Options... A window with icons down the left hand
side will appear.
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Options

« Haome Page

T @ General
. o 1

x|

Locationts): |http:,|',l'www.uws.edu.au

Use Current Page | Uze Bookmark. .. | Lze Elank Page |

~ Fonks & Colours

Select defaulk Fonts and Colours for web pages.,

Fonks & Colours, ..

=

Dovinloads

g

;Sg

~ Languages

Select defaulk Languages and Character Encoding For web pages.

Languages. ..

Advanced

~ Default Browser

[ Firefox should check to see if it is the defaulk browser when starting.

e |
|
omit |

Check Mow

~ Zanneckion

Set up Proxies for accessing the inkernet.

Zannection Setkings... |

Select the General icon. Click the Connection Settings

connection settings window.

Connection Settings

~ Configure Proxies to Access the Internet

{” Direct connection to the Internet

[ o |

Zancel I

x|

i Auto-detect proxy setbings For this netwaork

f* Manual prozxy configuration

HTTP Proxy

S50 Proxw:

ETP Proxw
Gopher Proxy
SOCKS Host

Mo Prosey For:

[ Use the same proxy For all prokocols

¢ |prosey. uws. edu, au Part

i 3128

Port

:|E|

Pork:

jo

Part:

i

Part:

s SOCKS v5

i

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|*uws.edu.au, localhost, *lacal, *site, 127.0.0.

" Aukomakic proxy configuration LRL;

Reload |

x|

Cancel |

... button to open the
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Ensure the Manual Proxy Configuration radio button is checked and enter details as
shown in this example. Complete the HTTP Proxy, Port and “No Proxy for...” fields
only. Leave the SOCKS setting at the default.

HTTP Proxy:
proxy.uws.edu.au

Port:
3128

No proxy for:

*uws.edu.au, localhost, *local, *site, 127.0.0.0/8, 169.254.0.0/16, 10.0.0.0/8,
192.168.0.0/16, 172.16.0.0/12, 0.0.0.0/8, 224.0.0.0/3, 137.154.0.0/16

Firefox and Netscape don’t give the option to have a separate dial-up setting.

Mozilla:

Open Mozilla.

TE University of Western Sydney - Home - Mozilla
File | Edit Wiew Go Bookmarks Tools  'Winc

ﬁ Lnda Ll & o

Bl Fedo Chrl+y
- Cuk Chrl+y
'/'1 i Cope ChplC
Paske Chrl+i
Delete [l
Select all k4o
Find in This Page. .. Ckrl+F
Find Again Chrl+G
Find Previous Chrl+Shifk+3

Find Links As You Type '
Find Text &= You Type [

Fill in Farm

Save Farm Info

Preferences. ..

From the Edit menu, choose Preferences... The preferences window will now
appear.

Information Technology Directorate (ITD) IT fact sheet #2
Tony Fathers, 2005 Page 7 of 9



1t Fact sheet #72

ﬂ

Cakegor

2 Advanced
[ Appearance
=l Mawigatar - Features that help interpret web pages

-Hiskar

¥ v Enable Java
-Langquages

- Helper Applications ™ Send this emal address as anorymous FTR password:

~Smark Brawsing |
~Internet Search

-Tabbed Browsing

i - Quiick Launch
[ Camposer [ Keep Maozila in memory to improve startup performance
[ Privacy & Security If wou check this ikem, part of Mazilla will stay in memory when nat in
‘B Acheanced use, allowing it o stark up Faster,

Ok I Cancel | Help |

In the list on the left, either double click Advanced, or click the + symbol next to
Advanced to expand the list of options. Select Proxies, and the right hand side of the
window will change to show current proxy settings.
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Preferences T x|
Zateqor -
A Proxies
Appearance
ElMavigatar ~ Configure Proxies ko Access the Internet
RRELICE ™~ Direct connection ko the Internet
~Languages ; i
e bigisations ¥ Marual prozey configuration
~amart Browsing HTTP Prozy: Ipruxv.uws.edu.au Poart: 13128
“Interniet Search IUse these settings For 551, FTP and Gopher |
~Tabbed Browsing
~Diownloads AL Prozy: I Pork: |I:|
[ Composer ETP Proey: | Pork: |EI
[l Privary & Security Gopher Proe: I Port: IEI
2L SOCKS Host: | Port: |0
~Scripts & Plug-ins R ors
-Kevhoard Mavigation i SOCKS w4 (v SOCKS ¥S
E---Cache Mo Proxy For; I*uws.edu.au, localhost, *local, *sike, 127.0.0.0/8, 169,25
o Praxies Exarnple: .mozilla.org, net.nz
“HTTP Metwarking ™ Bukornatic proxy configuration LRL:
~Software Installation
| Reload |
~Mouse Wheel
“Syskem

QK I Cancel | Help |

Ensure the Manual proxy configuration radio button is checked, and enter details
exactly as shown. Complete the HTTP Proxy, Port and “No Proxy for...” fields only.
Leave the SOCKS setting at the default.

HTTP Proxy:
proxy.uws.edu.au

Port:
3128

No proxy for:
*uws.edu.au, localhost, *local, *site, 127.0.0.0/8, 169.254.0.0/16, 10.0.0.0/8,
192.168.0.0/16, 172.16.0.0/12, 0.0.0.0/8, 224.0.0.0/3, 137.154.0.0/16

Mozilla doesn’t give an option for separate dial-up settings.

Click OK.
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